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TAPED TELEPHONIC SEARCH WARRANT
CASE, #110108078

LEGEND: Q. DET. BOGAN A. JUDGE BROWNING

A,

Thank yo{x.

Okay, and I'm recording. Unn, uh, Judge Brown, this is Detective Hogan of thé Sheriff’s

Depariment’s, Will you swear me in, please?
Yes, do you swear the information you are about fo provide is the truth, the whole truth

and nothing but the truth, so help you God?

I do, Your Honor, Um, this is Deptity Hogan, Badge 1233, of The Pima County Sheriff's
Depariment, Iam calling you on January 8, 2011, with Detective Parentean, Badge 1007,
standing by as a witness. The time now is approximately, uh, 1535 hours.

Uh, T am calling for a Telephonic Search Warrant and have just, probable and reasonable
cause to believe that there is now:

P've checked, ul: :
_ On the person of Jared Lee Loughner, L-O-U-G-H-N-E-R, birth date‘

I've checked: L _ :
On the premises known as ViR ERnsee a2, um, 2 onc story home made of
beige block and tan, with, uh, brown trim and the numbers- on the mailbox out front.
Uh, to include any outbuildings on the curtilage.

And P've also checked:
In the vehicles described as a green in cotor Chevy, license plate, Golf, Papa, November,

621, uh, last, uh, with a VIN number of 113279, Whiskey, 402651,

Uh, or any other vehicles located within the curtilage of the Sc_aiedad Avenue address or
within the garage. ) :

Um, uh, the following property to-wil: Any firearms, firearm parts, holsters, gun cases,
ammunition, spent casings, gun cleaning kits, or firearm related paperwork or periodicals.
Can, can you still hear my, Your Honor?

Yes.

Okay. Any celiular telephones or associated media and storage to include complete
forensic analysis and viewing of contens. Uh, any computers, hard drives, thumb drives,

~ disks, memory cards or computer associated storage and media to include forensic

analysis and viewing of contents. Uh, any notes, journals, ledgers, CD’s, mu-, Or movies.
Any writings or correspondence that would indicate participation, motive or preplanning
for this ctime. Uh, any books, periodicals, uniforms, photographs or other paraphernalia
associated with extremism or anti-government movements. Uh, indicia of ocoupancy or

HOMSEARCH WARRANT\I‘{OGANH 0967-27683\168

PR




DO =3 Y L e WL B e

<o

11
12
13

14
15
16
17
i3
19

22
23
24
25
26
27
28
29
30
31

32
33
34

35
36
37

38
39

Case 4:11-cr-00187-LAB Document 152 Filed 03/09/11 Page 2 of 59

e it i s PR A S SRS S E e o [,

AR AT A R R L RS

Case 4:11-cr-00187-LAB Document 87-1 *SEALED* Filed 02/10/11 Page 2 of 8

SEARCI WARRANT OF JARED LEE LOUGHNER, <R Suiias
AND ALL VEHICLES — CASE #110108078 | 2

ownership to include, but not limited to, bills, mail, photographs, writings, personal items
with names on them. Uh, complete set of physical characteristics on Jared Lee Loughner,
L-O-U-G—H-N—E—R,d birth date, to inctude buccal cell swabs for DNA, major
case fingerprinting, photographing of subject, Uh, complete forensic processing of Jared
Lee Loughner, to include, but not limited to, collection of all clothing he is wearing,
processing for trace evidence such as swabbing of hands and person, And photographing
of person and future forensic analysis of all evidence obtained, uh, from his person or
other evidence, uh, gathered in this case

Uh, together with other fruits, instrumentalities and evidence of the crimes of: Violation
of Arizona Homicide Laws.

As set for in this Affidavit, I, Deputy Hogan, Badge 1233, your Affiant, am a Peace
Officer in the State of Arizona. Ihave been employed with the Pima County Sheriff’s
Depariment since August 1998 and have the following fraining and experience.

I attended the Southern Arizona Law Enforcement Training Center Basic Academy, The
Pima County Sheriff's Department Advanced Academy, The Pima County Sheriff's
Depariment Detective Training Course. Ihave attended numerous, uh, trainings within
the Department, uh, which we attend on, uh, annual basis several times a year from
various, uh, areas including crime scene processing, interview and inte:rggg%p&fyh, and
~ current, uh, investigative procedures. Uh, I've also been to training oulSideof the
Department to include in, crime scene, uh, analysis and processing, interview and
interrogation. I've been, ub, with the Sheriff's Department since *98. 1 worked for, on
street pa=, patrol for approximatgly. thipesyears Bn thitsSouth Side District, uh, making
arrests of vaty, investigating all types of érimes, uh, up to and including homicides. 1
then became & Detective with the Sheriff’s Department, where I worked with the
Domestic Violence Unit. I then went to the Robbery/Assauit Unit where I worked, uh,
any kind of robbery, home invasion, bank robbery, store robbery or shooting. Ithen went
to the Homicide Unit, Uh, 1spent five years with the Homicide Unit, uh, investigating,
uh, over 100 to 125 homicides of various types, uh, where we in, uh, 1 have processed
multiple crime scenes, uh, conducted interviews and gathered and analysed evidence. I
was then a member of the Fugitive Investigative Strike Team locating fugitives for
approximately a year and half and cutrently am back with the Homicide Unit.

I have obtained Search Warrants on numerous oceasions in the past, including, uh,
regards to evidence requested, uh, to search for in this case. And, uh, this evidence has
been, uh, used throughout the prosecution phase, uh, in various investigations.

C gy 3 .
I am investigating the crimes of Violation of Arizona Homicide Laws, which I believe to
have been committed on or about the 8" day of January, 2011 in Pima County, based
upon the following reasons: ’

Uh, can you still hear me okay, Your Honor?
Yeah, I've got you, fine,

>0
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Q.

Okay. On today’s date, Saturday, January 8, 2011 af approximately 10:11 am., The’
Pima County Shetiff's Department began fo received multiple 911 calls about aishooting
situation at the Safeway Shi#ping Plaza at 7170 North Oracle Road, the southeast corner
of Ina and Oracle. Uh, many of these calls indicated an active shooting situation and
Patrol Deputy response was initiated.

Un, Deputies arrived at, a extremely short time after the call was dispatched. Uh, when
Deputies arrived in front of the Safeway, they encountered numerous victims in the case
and found several civilians on top of and containing a male subject, later identified by

Arizona driver’s license, as Jared Lee Loughner, L-0-U-G-H-N-E-R, uh, (s

target listed in this warrant.

Deputies approached and were able to detain Mr, Loughner at the scene. Uh, multiple
witnesses at the scene indicated Mr, Loughner had been armed with a handgun, uvh,
approach the Safeway and began shooting at people in front of the Safeway. A handgun
was located by Deputies next to Mr. Loughner on the ground. And these witnesses also
indicated, uh, Mr. Loughner had been armed with this specific gun when they tackled and
disarmed him, bolding him down until Deputies arrived.

Uh, in Mr. Loughner’s left front pocket, Deputies focated two handgun magazines with
rounds in them. And he was found to be wearing ear plugs at the time he was detained. 1
believe, uh, these, this is indication of preplanning and further indication, uh, that, uh,
other evidence will be located.

At the scene in front of the Safeway, multiple people were found fo have been wounded.
A triage of the injured had, was begun and several were transported to local hospitals.
Uh, at the scene, five victimg were pronounced deceased in front of the Safeway.
Muliiple spent cartridge casings were located in front of the Safeway and this scene is
being processed. Other victims were transferred to hospitals and the outcome on their
status ig still pending, : :

In Mr, Loughner’s back pocket was located his Arizona driver’s license, This license
lists an address of GETREEESESIERIEERED. Un, end this is the target address listed
in, uh, this Warrant, Your Honor, Um, various computer checks have been done on Mr.

‘ Loughner and the address. He has listed this address as his home address on past

contacts with the police.

Deputies tesponded today to the Soledad address after the shooting and contacted Mr.
Loughner’s parents inside the home, They confirmed to Deputies that he does, indeed,
live at that address at this time. He has a bedroom there and also has complete access to
the home and yard and garage where there is a, uh, vehicle inside the gatage. Uh, they
also told Deputies the following facts:

Uh, the morning of the shooling, eatlier this motning, Mr. Loughner left the home in his
green Chevy Nova listed in this Warrant, He came back some time later and the parents
saw him removing a black bag or black backpack from the trunk of his Nova, He went

HOMSEARCH WARRANTHOGANV19957-276931169
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inside the home and the parents tried to talk to Mr. Loughner in the home. e would not
talk to them. And he eventually took off ranning from the home north and then east. Uh,
the Safeway is east from Mr. Loughner’s home, The pa-, vh, the description of him and-
what he was wearing matches, uh, what he is wearing at the time he was detained at the

Safeway.

The parents state Mr. Loughner is known to maintain journals and writings inside the
home and these items should be in the house, Uh, he is also known to have a shotgon
that, at this time, is locked in the trunk of the car inside the garage. Specifically, I have
listed any other vebicles in the garage or curtilage, as we cannot obtain a platesor,vehicle
at the time, uh, in the garage on this car. Uh, he is also known to use a cellular telephone
to communicate. Uh, he also has a computer in the home and, uh, which is currently
located in the kitchen and specifically, a video he recently made, may be on the

computer, per the parents. They described this asa video he made about the First
Amendment that, uh, caused him to be dismissed from Pima Community College. Uh, all
this may be evidence of preplanning, uh, of this incident.

Ul, computer checks on Mr. Loughner have determined the following: Uh, he has a past
contact with The Pima County Sheriff's Department whexe he was spray painting, uh,
extremist, ty-, extremist type symbolson a wall. He has had, also, had numerous recent
contacts with Pima Community College Police and Pima Community College officials.
These contacts indicate extreme behavior to the point that he was dismissed from the
Pima Community College over the video he made about the First Amendment,

Um, a check over the Internet, after the shooting, by mnning Mr. Loughner’s name, also
located a MySpace account in the name of Jared Loughner. This MySpace, uh, had anti-
government postings and specifically, earlier this morning, has a recent posting saying
goodbye. Uh, regarding cellular telephones and their analysis requested, based on my
training and experience, cellular telephones and their contents can contain evidence and
can be used to further an investigation. Ihave obtained and analysed cellular telephones
in the past and have located text messages, photographs and videos detailing crimes, uh,
their commission or their planning. This includes texts talking about erimes and
photograph taking in preparation for, uh, committing a crime.

In this case, there’s a pattern of preplanning, uh, as Thave indicated by the actions of Mr.
Loughner as well as other, uh, items. And the cell phone, cellular telephone, uh, use
would indicate evidence may be located on any phones we do find, ub, regarding
computers and associated items. Based on my training and experience, computers and
computer related storage and media can be, contain evidence and be used to further an

investigation,

I have seized and have analyzed computers in the past and evidence such as emails,
photographs and videos related to planning and commission of crimes has been located.
Also, specific to this incident, information already located on public areas of the Interset
(ph), Internet such as MySpace, indicates Mr. Loughner uses computers and any
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SEARCH WARRANT OF JARED LEE LOUGHNER 4 St
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compuiers located may contain evidence of this crime and it’s planning. This is, ub,
supported by the statements of his parents and their observations of him in the home,

Also, 1 and the other Deputies and Agents involved, have had training and experience
dealing with extremist groups and extremist individuals. These individuals and groups
are known to educate themselves and communicate through the Infernet, They are also
known fo publish periodicals and often times create writings about their views and plans,
Uh, Mrs, Mr. Loughner’s recent contacts and Police, with Police and school officials
indicate a pattern consistent with this type of extremism. Uh, the, uh, the also, the
statements of Mr, Loughner’s parents, uh, regatding writings indicate, ub, there may be,
uh, such items in the home. -

Regarding physical characteristics and forensic processing of Mr. Loughner, uh, multiple
witnesses have identified Mr. Loughner as the shooter in this sitvation. And scene '
analysis and witness statements indicate he was close to the victiims at the time of, he was
shooting, He was also eventually tackled and held down by victims in this case, one of
which, uh, at this time, we believe to have been wounded. '

Al this would-indicate evidence may be located on his person or clothing, Evidence such
as the weapon and casings have also been located at the scene. These items may reveal
forensic evidence such as fingerprints and DNA. Obtaining physical characteristics from
Mr. Loughner will allow comparison to these items. Ub, as of the time of this Search-
Warrant, Mr., uh, Loughner has not made a statement to the police,

Q. U, can you still hear me okay, Your Honor?

A, I've got you.
Okay. Um, uh, Let’s sce. Based upon the preceding facts, I, Deputy Hogan, request that
a Telephone Search Warrant be issued, 1also request that you consider this Affidavit and
incorporate it into the Warrant itself.

Q. Uh, this concludes my Affidavit, Your Honor.

A. All right, I will authorize the Warrant.

Q. Okay. I will sow read, verbatim, to you the Standard Arizona Duplicate Original Search

Warrant, State of Arizona. Is it okay if I just indicate which spaces 1 have checked?

Al Yeah, I was gonna tell you, you can indicate only the ones you've checked, And you

. can, um, incorpotate the Affidavit by reference. You don’t need to re-read that,
Q. Okay. Thank you, Your Honor, Um,

STANDARD ARIZONA DUPLICATE ORIGINAL SEARCH WARRANT
STATE OF ARIZONA, COUNTY OF PIMA, STATE OF ARIZONA

To any peace officer in the State of Arizona:

HOM\SEARCH WARRANTVHOGAN\19957-27603V159 |
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1 _ Uh, proof of Affidavit having been made this date before me by Detective Chris Hogan,
' PCSD, #1233, T am satisfied that there is probable cause to believe that:

3 X__ Onthe persons of Jared Lee Loughner,‘ :

B, one story home made

X Onthe premises known as s AR i
on the mailbox out front.

5 of beige block with brown trim. The numbers G
6 To include any outbuildings on curtilage. '

7 __ X Inthe vehicles described as a green in color Chevy, license plate, Golf, Papa,

8 o November, 621, The VIN is 113279, ‘Whiskey, 402651, '

9 __X__ Orany other vehioles in the garage or curtilage
10 . Inthe County of Pima, State of Arizona, there is now being processed or concealed
11 certain propexty ot things described as: and I'm gonna read the list, Your Honor. Okay?
12 A, That’s fine. :
13 Q. Okay.,
14 A, (o ahead,
15 Any firearms, firearm parts, holsters, gun cases, ammﬁnition, spent casings, gun cleaning
6 kits, ot firearm related paperwork or periodicals. Any cellular telephones or associated

7 meda-, media and.storage, to include complete forensic analysis and viewing of contonts.

18 Any computers, hard drives, thumb drives, disks, memory cards or computer associated -
19 storage and media, to include forensic analysis and viewing of contents. Any notes,
20 - journals, ledgers, CD’s, movies, writings or corresponcence that would indicate
21 . participation, motive or preplanning for this crime. Uh, any books, uh, periodicals,
22 uniforms, photographs or other paraphernalia associated with extremism or anti-
23 government movements. Indicia of occupancy or ownership, to include, but not limited
24 to, bills, mail, photographs, writings, personal items with names on them. Complete set
25 of physical characteristics on Jared Lee Loughneor, K, to include buccal cell
26 swabs for DNA, major case fingerprints, photographing of subject. Complete forensic.
27 processing of Jared Lee Loughner, SEEEEED 1, include, but not limited to, collection
28 of all clothing he is wearing, processing for trace evidence such as swabbing of hands and
29 person, photographing of person and future forensic analysis of all evidence obtained.
30 STANDARD ARIZONA DUPLICATE ORIGINAL SEARCH WARRANT
31 STATE OF ARIZONA ’
32 Which property or things:
33 I've checked:
34 _ X Were used as a means for committing a public offense.
a5 __X__ Isbeing possessed with the intent to use it as a means of committing a public
36 : offense.

HOMISEARCH WARRANTIHOGANA10957-2760\169 7
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I’ve checked: .
X__ Consists of any item or constifutes any evidence which tends to show that

B a public offense has been committed, or tends to show that a particular person
committed the public offense.

T've checked:
__X__ Inthe daytime, excluding the time period between 10:00 p.m. and 6:30 a.m.

And I've checked:
__X__ Andifyoufind the same or any pait thereof, to retain such in your custody or int
the custody, uh, of the agency you represent, as provided by, vh, AR.S. Section,

uh, 13-3920.

Return this Warrant to me within thee (3) court business days after execution as directed
by A.R.8. Section 13-3918,

Given under my hand and dated this 8" day of January, 2010,

Q. Um, how would you like me to sign your name, Your Honor?

A, Christopher Browning.

Q. Okay. And I'm gonna put Judge, uh, Pima County Superior Court, The time now is
approximately, um, 1550 hours. Uh, 1550 hours, And the date is Jan-, 1-8 of 2011, T’ll
sign and have Detective sign. Canyou hold on one second, Your Honor?

A, Yeah. Did you say, you said January 8", right?

Q.  Yeah '

A, Oh, I thought you said January 1.

Q. Yeah, today is Janvary 8, 2011,

A, Correct.

Q.  Isigned. Idated it. And thetime is 1550 hours.

A, And you have the witness signing as well,

Q. I am signing right now. AndI'm having the witness, uh, sigh right now. And can you
hold on one second while I furn off the tape recorder and check everything?

A, Yeah. .

Q. Qkay,

A, Okay. Yes.

AFFIANT: WITNESS:

__NOT REVIEWED _

DRT. HOGAN #1233 DET. PARENTEAU #1007

HOMSEARCH WARRANT\HOGANI19967-276831159
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1 TRANSCRIBED BY:
2 ROSEMARY SANFORD, JANUARY 10,2011
) 3
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ARIZONA SUPERIOR COURT, PIMA COUNTY 11 m ” % 1@ E‘@:‘

JUDGE: HON. CHRISTOPHER BROWNING - CASENO. 11SW é’)(@g NDELL, DEPUTY
DATE: ' January 11, 2011 st
IN RE THE MATTER OF:
10 SW 0026
ORDER
IN CHAMBERS:

-

~ No parties are present. )
" IT IS ORDERED that the Warrant, AfﬁdaVlt and Return be seated until forther oxder of the

Cowt.
po
cer
Clerk of Court - Criminal Desk
\\ _
) © ' ' Rhonda Lowery
™ . Tudicial Administrative Assistant
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== ' . - : ' . » FILER :
. - , , CATRICI 4% "1 ~
IN THE SUPERIOR COURT "6 S0FERioR 542
P80 11 fodame o
COUNTY OF PIMA, STATE OF ARTZONAM 11 1 i g

0. WANDELL, pEPYTY,
State of Arizona ' : e o
vs.
Jared Lee Loughner ' o . . '
11800026

Affidavit For Search Warrant Number k

The undersigned, béing first duly sworn and says that folr the reasons set forth herein, he believes
that: o

On the person(s) of:

Jared Lee Loughnér (e
On the premises or building(s) known as:

A one stoxy home made of beige block with brown trim. The

& o th mailbox out front. To include any out building on curtilage.

numbers @

In the vehicle(s) described as: . _
with AZ license plate, GPN-621 with V.L.N. # 113279W402651

A green in color Che
currently on GEBESEEER or any other vehicles in the garage of thef 20 address or on
curtilage.

3

That there is property, things ox person(s) which:

Property which was stolen or embezzled
X Property used as a means of committing a public offense

__X_Property or things in the possession of a4 person having the intent to nse them as
aaneans of committing a public offense

-Property or things ju the possession of which was delivered to
him by for the purpose of concealing if or preventing it from
) . being discovered :

X Property or thing which constitutes any item of evidence which tends to show that a public
offense has been committed ox tends to show that a particular person committed the public
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offense.-

_ Property to be searched and inspected by an appropriate official, to wit
in the interest of the public health, safety, or welfare as part of an inspection
program authorized by law

, who is the subject of an outstanding arrest warrant

That property, pexrson(s), or thing is described as:

Any firearms, firearm parts, holsters, gun cases, ammumition, spent casings, gun cleaning kits, ox
firearm related paperwork or periodicals. . t

* Any cellular telephones or associated media and storage to include complete forensic analysis and
viewing of confents,

Any computexrs, hard drives, themb drives, dises, memory cards, or computer associated storage
and media to include forensic analysis and viewing of contents.

Any notes ledgers, journals, writings, or correspondence that would indicate motive, participation
or planning of this crime

Any books, periodicals, imiforms, photographs or other paraphernalia associated with extremism
or auti government movements. .

. Indicia of oceupancy oxr ownexship fo include but not limited to bills, mail, photographs, writings,
) cameras, or video cameras. Any personal items with names on them that may indicate

occupancey or ownership,

Complete set of physical characteristics on Jared Lee Lbugh_ner @ 1o include buccal cell
swabs for D.N.A., major casé fingerprinting, and photographing of subject.

Complete forensic processing of Jared Lee Loughuer @88 to include but not limited to
collection of all clothing he was or is wearing, processing for irace evidence such as
swabbing of hauds and person and detailed photographing of person.

Future forensic analysis and processing of all evidence pathered

Any other fruits and instrumentalities of the crimes of violation of Arizona or Federal Homicide
Laws, o

I Detective Hogan your affiant am a certified Peace Officer in the State of Arizona and.
have the following training and experience. I have been with the Sheriff’s department
since 1998. I attended the Southern Arizona Law Enforcement basic academy, the Pima
County Sheriff’s Department Advanced basic academy, and the Pima County Sheriff’s
Detective training course. I attend txaining through the department numerous times a year
on subjécts such as crime scene processing, interview and interrogation, and legal updates,
1 have attended training outside of the department in areas such as erime scene processing
and interview and interrogation. I worked on street patrol for approximately thrée years

j investigating all types of crimes and then became a Detective. As a Detective T have worked

' - with the Domestic Violence Unit, the Robbery Assault Unit and the Fugitive Unit. Thave
worked a total of approximately five and a half years as a homicide Detective and have

2
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investigated over one hundred homicides with dufies including processing crime scenes,

* interviewing witnesses and suspects, and obtaining search warrants, I have experience in
searching cellular telephones and computers and the evidence that may be gathered from
them. Ihave obtained search warrants on many oceasions in the past and evidence from .
these warrants has been used throughout the investigative phase and prosecution phase.

Your Co Affiant Specidl Agent Terwilliger is a certified Peace Officer in Avizona and
Federal Special Agent with the Federal Bureau of Investigation (I'BI). She has all of the
required training for both positions and has been a Special Agent since January 2004, She
is eurrently assigned to the Violent Crimes squad in Tucson, Arizona, primarily working
Assault of Federal Officer cases. She had previously worked on a Counterterrorism squad,
which investigated domestic terrorism groups. She is also a member of the FBI Evidence
Response Team which is responsible for collecting evidence at crime scenes, as well as

doecumentation of the scene.

I believe that based on my experience, training, and investigation that the facts establishing
probable cause for the jssuance of this search warrant for the foregoing described property,
person(s), location, and vehicles are as follows:

On Saturday January 8, 2011 at approximately 1011 am the Pima Counfy Sherifl’s
Department received multiple 911 calls about a shooting situation at the Safeway shopping
plaza at 7170 N Oracle Road, the southwest corner of Ina and Oracle. These calls indicated
an active shooting situation and Patrol Deputy response-was initiated.

When Deputies arvived at the front of the Safeway they encountered numerous
victims and found several civilians on top of and detaining a male subject later identified
by Arizona drivers license as Jared Lee Loughner ® target listed in this warrant.,
Deputies approached and were able to detain Mr. Loughner at the scene. Multiple
witnesses at the scene indicated Mr. Loughner had been armed with a handgun and was
shooting people in front of the Safeway. A handgun was located by Deputies on the ground
next to Mr. Longhner and these witnesses indicated Mr, Loughner had been armed with
this gun when they tackled and disarmed him, In Mr. Loughuer’s left front pocket
Deputies located two handgun magazines with rounds in them and he was found to be
wearing carplugs at the time he wag detdined. All of this indicates planning and the
possibility of evidence in the locations in this warrant, )

At the scene in front of the Safeway multiple people were found to have been
wounded. 'F'riage of the injured was begun and several were transpoxted to local hospitals.
At the scene five victims were pronounced deceased. Multiple spent cartridge casiugs were
located in front of the Safeway and this scene is being processed.

In Mr. Longhner’s back pocket was his Arizona Driver’s License. This license lists
an address of (SR target location in this warrant, This address is on
the noxth side of Tucson as is the Safeway. Various computer checks have been done on
Mr. Loughner. He has listed this address as his home address on past contacts with the
police. Députies responded to the Soledad address and contacted Mr, Loughner’s parents
inside the home. They confirmed to the Deputies that he does live at that address. Ie has a
bedroom there and also has complete access to the home and yard. They also told Deputies |
the.following facts. The morning of the shooting My, Loughney left the home in his green

!
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Chevy Nova listed in this warrant. He came back home and was séen removing a black bag
or backpack from the trunk of the nova, The parents tried to tallk to Mr. Loughner in the
Bome and he took off running from the home Noxth then East. The Safeway is East from
Mr. Loughner’s home. The parents state My, Loughner is known to maintain journals and
yritings and these items should be in the house, He has a shotgun that is in the trunk of the
car iuside their garage, He does use a cellulax telephone to communicate. He also uses a
computer in the home and specifically a video he recently made may be on the computer.
This i¢ 2 video about the fhe first amendment that he was diswissed from Pima Community

College for producing,

Computer checks on Mr, Loughner have determined the following . He has a past
contact with the Pima County Sheriff’s Department where he was spray painting extremist
type symbols on a wall. Mr. Loughner has also had numerous recent involvements with

" Pima Community College and their Police Department.- These contacts indicate extreme

behavior to the point that he was dismissed from the College over a video he made abont
the First Amendment. All of this is consistent with the parents statement.

A check over the internet after the shooting by running My, Loughner’s name has.
also located a MySpace accotint in the name of Jared Loughner, This site has anti
government postings on it and a recent post this morning saying goodbye.

Regarding Cellulax Telephones and their Analysis _
-Based on my training and experience cellular telephones and their contents can

contain evidence and can be used to further an investigation. I have obtained and analyzed
cellular telephones and have located fext messages, photographs, and videos detailing
crimes. This includes texts talling about eximes and photographs taken in preparing for a
crime. In this case there is a patiern of pre-planning as well as cellular telephone use that
would indicate evidence may be located on any cellular telephones found.

Regarding Computers and Associated Items

Based on my training and experience computers and computer related storage and
media can contain evidence and be used to further an investigation. I have seized and had
analyzed computers in the past and evidence such as e-mails, photographs, and videos
related to planuing and commission of crimes has been located. Also specific to this
incident information already located on public areas of the internet such as MySpace
indicates Mr., Loughner uses computers and that any computers located may coniain
evidence of this cxime and ifs planning.

Also I and the other Deputies and Agents involved have had training and experience
dealing with extremist groups and extremist individuals. These individuals and groups are
Jnown to educate themselves and communicate through the internet. They are also known
to publish periodicals and create writings about thefx views and plans. Mr. Loughner’s
recent contacts with Police and school officials indicate a pattern consistent with this type

of extremism.
‘Regarding Physical Characteristics and Forensic Processing of Mr, Loughner

Multiple witnesses have identified Mr. Loughner as a shooter in this situation and
scene analysis and witness statements indicate hie was close to the vietinas at the time he was

4
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shooting, He was also eventually tackled and held down by victims in the case. All of this

“would indicate evidence may be located on his person or clothing. Evidence such as the
weapon and casings have also been located at the scene, These items may yield forensic
evidence such as fingerprints and D.N.A.. Obtaining physieal characteristics from Mr,
Loughner will allow. comparison to these items.

Not applicable or 1equesteF

Based on the above facts your affiant vequesis that a search warrant be issued wﬁh respect to the

above described person(s), premises, ox thing(s).
%// /&7
[F35

Detective Christopher Hogan #1233 // /‘,b/,
Pima Coufty Sheriff’s Department

O f=~
Spé./ial Agent Michelle Terwilliger
Federal Bureau of Investigation

.Sworn befoxe me this 8™ da;'y of January , 2011,

Judge of/the
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STANDARD ARTZONA INVENTORY, AFFIDA@? ol %‘%%%
AND RETURN OF SEARCH WARRANT 1388 1 ﬁiﬂ%@ |

I, Detective Hogan #1233 of the Pima County Sheriff’s Department, a g@%%@aﬁen{?fz PUTY:
sworn peace officer of the state of Arizona, being first duly swom upméf)ij‘sé‘s

and says: That on the 8" day oi:‘ Yanuary, 2011 I executed this search warrant,
Warrant Number: 1 .] w ﬂ n 2 6 ‘

issued by Judge Christopher Browning, of the PimﬁACounty Superior Court, and the -
féilowing property/ evidence was seized:
1) Bems on the attached Property Sheets

2) Major Case Print Cards c;n Jared Lee Loughner

3) Clothing from Jared Lee Loughner to include one fleece hoodie, one knit hat, one pair
of pants, one t-shitt, one pair of sneakers, drivers license, Safeway recei:pt, credit/gift
cards, and $93.01 111 U.s. Cﬁfrency.

4) Photographs Digitally Retained

I further certify that the foregoing inventory is a ’true' and detailed account of all property
taken pursuant to A.R. 5. 13 3921, A copy of the warrant and receipt for all articles taken '

was left at €8 Ea® and a copy was given,to J aled Lee Laugner.

ecttve Chr stopégl\c;;an #1233

Pima County Sherxff’s Department

This. warrant returned, subscriiasd, and sworn to before me on this 117 day of January

2011.

Judge of the Pima County Superior Court
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- FD-507 (Rg:, 8-11-94) Page z of JO
i UNITED STATES DEPARTMENT OF JUSTICE

FEDERAL BUREAU OF INVESTIGATION
Receipt for Property Recewed/Returned/ReIeased/Se:zed

File # %’QFF%}C §1.079 - - ' 1 1 gﬁﬂ@?@

On (date) » ] / 3;:];;“{ ' item(s) listed below were!

Received From
I Returned To
[7 Released To

/gj Selzed

(City)_. ool

D.e\'SGriptlon of Jrem(s):

Ly _Enelers de/ Servel 7. st Dooble, Bore! s
st e 8999 18 - TS} H 48 oo fiml M ones)
Q ;Lbnnoh;h &p\oz‘:.fa/fdh (1 Guoagf Slﬁ%qun 5'61“,*0«/ <
oY HXZ 17155 /oﬂffﬁ)“l/oa/é/ 89 & Thn 18
. Cocadon A ( @wﬂ
T~
\‘A
\(KJ 2
<&

-'Rece.wed By/ // // [/Y Mewed From . | N

{Signature) \_) ) . (Signature)
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t ..
. . . Page _éz_ui___ji.i_

__FDoBOT (Rev 8-11-04)
JER— ‘L\ .
i UNITED STATES DEPARTMENT QF JUSTICE
FEDERAL BUREAU OF INVESTIGATION
Receipt for Property Recewed/Returned/RaIeased/Selzad :

A .
File # 6"1?’-—-?% 8>(00‘=7 4 .E E
‘met :
On (date) 0‘/ 04 J 2-01,{{ 2o\ : 1tefn(s) listed belc;w were;
4 [ Received From

(MVTJ {7} Returned To-

Released To .
{Name)_ | . TQIFLA LM@A’% W

Seized
Tursoen, 01 Zema

{Street Address)
(City) TUesen ; Pﬁ""j't) g

Be&%go@of!'ftem(s) ' e . _ WAy ; I
J:-{—&m 2 - aw+ Daoqufs of Jered Loiahe .

4# Phoﬁ Heq‘ws Seauina

Ttem 5= one (D) 04;..»., anel 5*1{(6)/:&/2 rauuo(s of At srniflon
| THem (- Four (4 Spent Qusihgs L
Flem 7= United Shites Hnsﬁl!'u bopls

THem 8~ One( 1) Nofebodk w/ H’ﬂ‘]‘“‘i}z

Them 9 — Dr‘-wfmas of Wé’dpaﬂj'
CTtem 10° Chase. visa oredit card- Jared | L.oushnep

:ﬁf@m I - Hmr/‘ﬂ preces of optica] meeia

“ﬂ‘l‘\f"ﬁ - Jourml
Ttem 15 [ eter Poungd 1 Jared Lowurs Koo -
Tdem (b~ (Z?«)Diﬁce’s ot opite | mcd,q avcl_one Pece of paper wf

Tdem |7 - 3[430{: cp Hv[a{ﬁ“ ”Z S_WJV\ (’ﬂp?e'ceq ot optic mﬁﬁ’ﬁ wﬁf_”j
et — w-T

J:fewt 22~ B\M,K ) Ho\dff w.l 'f‘h‘Y‘f'w er/%"ﬁ\ preces nPoaﬁopl*‘rd:q
—— . Mg “

- '—.\\
Rccelved By: // / ] Received From -
(ngnature} {(Signature)

#
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CPD-B9T (Rev 8-11-04) ' Page /9)

7 \ . UNITED STATES DEPARTMENT OF JUSTICE
FEDERAL BUREAU OF INVESTIGATION
Receipt for Property Received/Returned/Released/Seized .

. File # RQ#'PX”S:LDGC] ' 1 1 foLor @02 6
G T ] — | ity st o e

Returned To
3 Released To

. ' Q/szed
cemey____Janed | suahoen
' {Street Address)
(city)_Turson

Descnptzon of Ttem(s):

Tlem (9 Locods B ,A—‘//otf“‘jﬁ\"‘ [ r»unc/s stee] SLG—F)('Q\‘H
mmoL%}e/f 12, Gu}ou%’ AMW—:J*MY-; 3 ro./nf/L Fa;/éfh/ SJL@'?/ 5L0+
{7 Guoﬁz Aamdm%ﬂ 7 (‘ouﬂcﬂﬁ /ZfimL 2. éuw A"‘V\"\JA:?LJQ

o~
_ N :

}
! Received By: / // V(/%_) Reaceived From: R \

{(Signature) . (Signature}
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_*FD-5o7 (Rev 8-11-84) . . Pago f of é ‘

AR UNITED STATES DEPARTMENT OF JUSTICE
FEDERAL BUREAU OF INVESTIGATION
Receipt for Property Received/Returned/Released/Seized

Fite #_§94- ¥X- 810099 - 11 ;
. v T : A :
o .
On (date) " O 1 [ OF / 701} - ' 1tem(s) listed below were: :
d o T : : ] Received From
Returned To

Released To

: /@ Seized

(Name) Ja,rerl Lowqhnm
(Stroot Address) &0

(Cityy__ T % 00/

Deoscription of Item{s)
Ther 20 Loodion //— /ézouf‘q,(jm\ z. 9611-;}('95 gG{\Ij? lyeze o

N
S~
N ﬁ
& -

Ly
Gy o

.J 1 E— - | AN
“Received By: /” l/ V Bt‘“—* Received From: ' ' \

v Signatn®), 7 - . ] {(Signature)




Case 4:11-cr- 00187 LAB Document 152 Filed 03/09/11 Page 20 of 59

Rt o e R SALBS - N S 15 SR

[T

. Case 4:11-cr-00187-LAB Document 87-2 *SEALED* Filed 02/10/11 Page 12 0f 18
7‘;1“1‘3—597 {Rev B-11-04) "+ Page 6 of /0

‘ ) UNITED STATES DEPARTMENT OF JUSTICE
' FEDERAL BUREAU OF INVESTIGATION
Raceipt for Property Received/Returned/Released/Seized

File # 594 ~LX ~§L077

'On (date) j/ ?/// ) : item(s) ]i.s'ted below were:
T ] Received From
] Returned To
[} Released To

&t Seized

 (Nam), /JZL;‘M{ Lacu;}! ner

(Street Address) |

(City) “Tucstn; A2 T

%‘M@ /eroy ﬁ{o /ﬁtnd /Qﬂm»; 2 ,L

Description of' Ttem(s): (9)7 COH’}C’.NJLS Op‘ SQ'p&) LE,_*ILV 'R’WY\ Gabid @-/le é)Q-”var
(‘ﬂnmﬂ\ OF-'H\QUnLkJ QMJ'CS@RDLS—&N_& [ﬂuqhndw i~ »‘?eqc(/@/‘f[—a'

[ oelizi, inshasetumi for Rocearrm W/ hamfa}o%n Podes 3 ~ Mapida enve/ope.
omfsm’& of é'nw/cg,ﬂ.:.

ha handu e, note e
"/ plawn ed ade eaf { My z}fﬂ.r.rmceﬁm Love — Jascol

—wﬁ,%w [ b 70 s Shroams mQ‘%('ILv. rzel aan Jock Qg éefrff s

. b andwrddo nofe. ; b/aak plestic rod‘ Aandmv%o néke. W/ﬂaf is Goremmm/i
HA wo reds d.‘o'n-/"hmft, A mzrfmm'} i "Ev“:@d Laaalm,er Ry %H:W
.mq.a,m/,(—, Siaall df?ﬁna,& and [D/QCL pm/&é\?ﬁé’ @ P/V\/ Ophimea

'5’[)/#@ tep G?ﬁo o?3@wf"’%5'7z>"‘

b

{Signaturs)

') Rece:ved By: // ( / ( /@ Received From:
/4 . (Signature)
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_ FD-5OT (Rev 8-11-94) Page

_\ . . UNITED STATES DEPARTMENT OF JUSTICE
’ FEDERAL BUREAU OF INVESTIGATION
Receipt for Property Recewed/Returned/ReIeased/Sexzed

ite # S9A-PX - SloedT
F 9I4-PX 99 ‘E] @026

On (date) ]}/ 7 / i ) item(s) listed below were!

] Received From
] Returned To

] Beleased To®
aized

(Namo) :ﬁfwf : La_é(cy/m er
(Street Address) i

city)____ "7'&(__,;&‘; /42

Found by ;- T d— zé)mm 1 =
Description of It{}f %Y&Z Cg) Nefbdls Cé'hiléhr'lifm_ Cmﬁ“llcf

Onyitnds dnd hanz{u/fﬂfn nefes @\ handm#cn/njﬁr 3 pﬁum*’dﬂ“‘

anoi heaahves s studch pad- cm'/zz:m (!57 sketehes ) ndtepad. C»rvz-/wnmc,-s
ks, 57 IO/!(SYM_ 0o s (QL#,— A/@L/D /Yandlm%/fnf‘m‘w ] A""’—éndmm%/
P” gt aﬂ"s’-ﬁﬁ!ﬁm Pratytd Qﬁ’ﬁj'c_uﬁmJ 'JQY‘ é‘ma/fwfmnf“ :

6 001" hergoth Evangelin” el DPecl. Froppy cho ks Gar S White,
P pehi, bed Cﬁﬂ'/ﬂm@ : ?“’ CQ;Q; Q,-Offwque/c/x/) Q0.

,f/
-r“‘""':/':"'— )
Y
.’ M }//__,.-—-' e
«-/
-
. ,l‘t——)

s Pt e "
/U -

) .
Received By: / / ( Received From: X
V7 {Xignature) {Signature)

st s n s
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_Fp- kot (Rev 8-11-04} _ Page 3’ of / D
.‘. \ i
R UNTIED STATES DEPARTMENT OF JUSTICE
) ’ ) FEDERAL BUREAU OF INVESTIGATION
Receipt £ or Property Racewed/Returned/Relcased/Semed

File # ‘8‘%4}% §ln99

On (date) @1 05’7}&0 i item(s) ii;ted below were:
o 1 [} Received From
Returned To
Released To

;E' Seizad

{Name)

(Street Address) s
City),_ {0500

* Deseription of ltem({s):

2F _Lroll_ef Pdw leoagted 1h. Pw. N

73| voll_of Liim Joceted vn B &

a9 1 rolls of Z—;Im | ooated) e Kt R
3089 VHS Hdapes: lpaated i R R
13w Lmusie. (s [otatedd e, KM &
22 Vece O‘FW W iHa Varriols, dnene. niomilgis/vwnes S

33 ) aen@mc; Qompoter 1&"@\"@00 tn P N

2 4 Page. dotoment tiHed * False Keaity” - K’mz\

A5 A IV EBverin Video amera. Kim "N Fv%ikosn
3o\ ved notelbool< Clon{z;umm NOems. W lm N
3%\ Nikop Ooofﬁxsaﬁ(oOQ Fodss051 [ BIK cuse RuA

TATENIENTS O

TALE D LPVAUNSL-

- 7 ===
- Received By: / / (/ w Received From:

{Signaturs) & {Stgnature)
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\ UNITED STATES DEPARTMENT OF YUSTICE
FEDERAL BUREAU OF INVESTIGATION
Receipt for Property Recexved/Retumed/ReIeased/Se:zed

e YN - Px - Bl099 . l‘ 11 & @@26

On (date) / / g /L‘ - N ' item(sj ﬁsted below were!
: ! Received From
Returned To
K gilzeased To
] Seize
(Nama) /J??Jz,d, LQM{(}W
(Street Address)
(City) Tuegen , A
Frunst é)LL 14m 1"}7’ Jond . R svvs *

Descnpnon of Stem(z): @/‘/ P /2780?0 dﬂ"’nﬁm cg'] f‘! L}Og’OQC/]OFJ-
Modke [ numbys p.(z';‘/t)-/? W

] ——
Recewed By: // M Recelved From:

v (ngnaéu:ée)’ | . (Signatire)
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__FD-BOT (Rav 8-11-94) .. Paga C’ of [ %

1, UNITED STATES DEPARTMENT OF JUSTICE
FEDERAL BUREAU OF INVESTIGATION
Receipt for Propc;rty Received/Returned/Released/Seized

riew $94- DX~ £10099

ol ' )
On (date) 01'/ k4 7’ 701] item(s) lsted below were:
rr ’ [ Received From -
[} Returned To
1 Released To

P{I‘ e | g Seized

(Street Address) 5 : ”T:) LLSOA/ A’?:
i Toron’ ' -

{Name)

Description of Item(sLj /ﬁﬂ!d*{n Jéf-éﬁhm@- dnd QnﬁWl@ m&ofu%
B Fegc8278 — —z

/ \

|
‘Received By: !// / / /(/;"-35"— _ Received From:
. ' V |/ (Sinabure) > {Signature)
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UNITED STATES DEPARTMENT OF JUSTICE
FEDERAL BUREAU OF INVESTIGATION
Receipt for Property Received/Returned/Released/Seized

Filo # _QO A -DY -840 9 17 59 @@2@

On (date) i / q/1] itern(s) listed below were:
T 1 ] Received From
(] Returned To

leased To
: Selzed
vame)__Jored Leviner
(Street Address) i .
(city_Tlesan, A2 . = |
Room & S " _
Description of ten(s): M’MM%@L@L_MM@ML_ -
&pf;}fdﬁt‘mah 11 page esTRLf . —

)

\ //jjlﬁ’\

!

“Received By: Received From:
{Signature) ‘ . (Signature)
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o F;ma County Sheriff’s Department :
1750 E.: Benson nghway T‘Uc:son, AZ 85714.
I ol:For

Pieasa Pf SEERS, Forim Cleatly

~=Receivad by Deputy (Narﬁe & Badge)’
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ARIZONA SUPERIOR COURT, PIMA COUNTY

T o

JUDGE: HON. CHRISTOPHER BROWNING . cass Nd: WAMDSW 00sp Ty
.DATE: . . . . : Yanuary ﬁﬁ-ﬂ .
IN RE THE MATTER OF:
11 SW 0040
ORDER
IN CHAMBERS:

No parties are present,
IT IS GRDERID that the Warrant Affidavit and Retum be sealed untﬂ further order of the

N. C BROWNING Y*-

Court.

)

cC.
Clerk of Court - Criminal Desk

6-10-09 | ' Rhonda Lowery:
Judicial Adminisiratiye Assistant
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(_Jase 4:11-cr-00187-LAB Docume

..~ +  InThe Superior Court, County of Pima, State of Arizona
) [Federal Search Warrant Presented to State Court Judge Pursuant to Fed. R. Crim. P. 41(b)(1)]

In the Matter of the Search of Electronic
Bvidence Seized Pursuant to Search CASE NUMBER:
‘Warrant for {SEEEET L

Tucson, Arizona

-,:_.:=

SEARCH AND SEIZURE WARRANT.

TO: Any authorized law enforcement officer :

An application by a federal law enforcement officer or an attomey for the government requests the search of the '
‘Tollowing person or property located in the District of Arizona: :

See Attachment A, incorporated by reference
(The affidavit in support of this Search Warrant is herein incorporated by reference.)

The person or property to be searched, described abové, is believed to conceal:
See Attachment B, incorporated by reference

T find that the affidavit(s), or any recorded téstimoxiy, establish probable cause to search and seize the person or

peity.

YOU ARE COMMANDED to execute this warrant on or before January 26, 2011, although ~
examination of the contents can continue after that date. Fed. R. Crim. P. 41(e). :
( ) inthe daytime 6:00 am. to 10 pm.  (X) at any time in the day or night as I find rcasonable cause has been

. ' established. -

Unless delayed notice is anthorized below, you must give a copy of the warrant and a receipt for the property taken
to the person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the

place where the property was taken,

The officer executing this warrant, or an officer present during the execution of the warrant, must prepare an
inventory as required by law and promptly return this warrant and inventory to Pima County Supetior Court Judge

Christopher Browning.
Issued Pursuant to .
Fed. R. Crim. P. 41 . | .
(b)(1). Date and time: January 12,2011 Time: S
- / Judge’s gi@a@

City and state: Tucson, Arizona _ Pima Cou'nty Superior Court
The Hon. Christopher Browning

)
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o—,_AO93 (Rev, 01/09) Search and Seizure Warrant (Page 2)

RETURN

Case No.: Date and Time Warrant Executed: | Copy of warrant and inventory left with:

’D:{ 12,(20 1 /,.‘/,f;rﬁyf,a

Inventory Made in the Prasence of:

tnventory of the property taken and name of any person(s) seized:

t) WE HP #3090 CgMPuf&’.ﬂ-, 3EAL Numpel- YCED2G|OFRT con'}'éunw\s A

750 & RALD OvE

P)OME ULTLAMED 1A CompuvER- “Towel, ID- NUMBEN. 00498q awtmnwny = {0
G had deio ’

3) One PNY Orbima Z0H e 6B memory cark, Setial Number Yo
D Fous (4) uoko (s

%Twa (2) 3.6 ‘?logq dikettes , Red ' color

0) One ¥ yper medion (0 |

1O Wiked Cosvery ESLI0, ethl Numes(- ‘Soﬁggog\t )
) ore 250 MB Saoi SD Caen

CERTIFICATION

_ Ideclare under penalty.of perjury that this inventory is correct and was returned along with the original warrant
to the designated judge. : : :

Date: Dz/f ql/ZOJ/ /—\Q A A O

Executing officer’s signaiire

4 Dawned Macie  DulAS.

Printed name and tifle .

rd

} This warrant returned; subscribed, and sworn to before me on ‘this/w‘h day’of Jan

7
Hon, Ch}i{tophér
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ATTACHMENT A

The items to be searched were obtained from the premises of (SRS iyl

Tucson, Arizona, pursuant to the search warrant in Attachment C. The items to be searched are:

il.

1if.

iv.

vi.
Vii.

viil.

One HP RT3090 Computet, Serial Number 4CE02610F], containing a
750 GB hard drive

One Ultramedia Computer Tower, ID Number 004589, contatning a
40 GB Hard Drive

One PNY Optima SDHCA4GB memory card, Serial Number 944F421

Four (4) photo CDs

Two (2) 3.5 Floppy Diskettes, Red in Color

One K Hypermedia CD-R
One Nikon Coolpix £5600, Serial Number 30455051
One 256 MB Sandisk SD Card
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ATTACHMENT B

1. All records, coritained in the devices identified in Attachment A (hereinafier

“Devices”), that relate to violations of the statutes listed on the warrant and involve Jared Lee

Loughner, the suspect, including: -
a. any information recording Loughner’s schedule or travel;

b. all bank records, checks, credit card bills, account information, trusts, wills and .

other financial records;

c. Maps, exit routes and related records pertaining in Tucson, Arizona, and
surrounding regions;
d. Any and all records associated with the activities and interests of Congresswoman

Giffords and her staff and associates, anri members of the federal and local

govermment;

¢. Any and all communications to and from Congresswoman Giffords or her staff

and the subject, and to and from the subject and any federal, state, county or local

" public official;

f. Any z;nd all records and information relating to his education, including
educational instituti_ons attended, any disciplinary history and any related

educational information.

g, Any and all records associated with the purchase, acquisition or use of fireams,

ammunition or other incendiary or explosive devices;

e eI . ' v s g ety




LR

Case 4:11-cr-00187-LAB Document 152 Flled 03/09/11 Page 32 of 59

s e el e L e e AR

Case 4 'H -Cr- 0018? LAB Document 87-3 *SEALED* Fited 02/10/11 Page 6 of 33

h. Calendars, contact lists, telephone records, diaries, personal journals and related

records;
i, Records of preseriptions, medical treatment, and physical and mental condition;

j. Any notes, ledgers, journals, internet cadhes, writings, correspondence or other
records that would indicate motive, participation or planning of the charged
crimes;

k. Any books, periodicals, photographs or other parapherpalia associated with

extremism or anti-government movements; and

I. Indicia of occupancy ox ownership of the premises located &

B2 (o include bills, mail, photographs, writings or videos,

2. For any computer, computer hard drive, or other physical object upon which
computer data can be recorded (hereinafter, “DEVICE”) that is called for by this watrant, or that

might contain things otherwise called for by this watant: '

2 evidence of who used, owned, or controlled the DEVICE at the time the things
described in this warrant were created, edited, or deleted, such as logs, registty -
entries, confignration files, saved usernames‘and passwords, documentg, browsing
history, user profiles, email, email contacts, “chat,” instant messaging logs,

photographs, and correspoﬁdence;

b. evidence of software that would allow others to control the DEVICE, such as

viruses, Trojan horses, and other forms of malicious software, as well as evidence
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of the presence or absence of security software designed to detect malicious

software;
o. evidence of the lack of such malicious software;

d. evidence of the attachment to the DEVICE of other storage devices or similar

containers for electronic evidence;

e. cvidence of counter-forensic programs (and associated data) that are designed to

eliminate data from the DEVICE;
£ evidence of the times the DEVICE was used;

g. passwords, encryption keys, and other access devices that may be necessary to

access the DEVICE;

h. documentation and manuals that may be necessary to access the DEVICE or to

conduct a forensic examination of the DEVICE;

i, contextual information necessary to understand the evidence described in this

attachment.
3. Records and things evidencing the use of the Internet, including:

a. routers, modems, and network equipment used to connect computers to the

Internet;

b. records of Internet Protocol addresses used;
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¢. records of Internet activity, including firewall logs, caches, browser history and
cookies, “bookmarked” or “favorite” web pages, search terms that the user

entered into any Internet scarch engine, and records of user-typed web addresses,

As used above, the tcrnis_‘ “records™ and “information” include all of the foregoing items
of ewdence in whatever form and by whatevel means they may have been created or stored,
mcludmg any form of computer or eiecttomc storage (such as hard disks or other media that-can
store data); any handmade form (such as writing, drawing, pamtmg), any mechanical form (such
as printing or typing); and any photographic form (such as microfilm, microfiche, prints, slides,

negatives, videotapes, motion pictures, or photocopies).

[
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' Tn The Superior Court, Couttty 5f PitaslISEataol Arizona
[Federal Search Warrant Presented to State Courj fudy ]Tlgsugﬁt@%@é R. Crim. P. 41(b)(1)]

In the Matter of the Search of Electronic . W}gﬁﬁa%*{

Bvidence Selzed Pursuant to Search _ -

Application for a Search Warrarit

Tucson, Arlzona

1, a federal law enforcement officer or an attorney for the government, request a search
warrant and state under penalty of petjury that I have reason to believe that there is now concealed
on the following person or property located in the District of Arizona:

See Attachment A, incorporated by reference
The person or property to be searched , described above, is believed to conceal:
See Attachment B, incorpovated by reference

The basis for the search under Fed. R. Crim, P. 41(c) is (check one or more):
) (X) evidence ofa crime;
(X) contraband, fiuits of crims, or other items illegally possessed;
(X) property designed for use, intended for use, or used in committing a crime;
( ) aperson to be arrested or a person who is unlawfully restrained.
The search is related to a violation of 18 U.8.C. §§ 351(c), 1111, 1113, and 1114, and the application is
based on these facts:”
See Attached Afﬁdfwﬁ' in Support of Search Warrant, mcorporated by reference

0 Delayed notice of days (give exact ending date 1f more than 30 days:) is requested under
18 U.8.C, § 3103a, the basis of which is set forth on the attached sheet.

Authorized by AUSA Applicant's signature

Danica Dudas, Special Agent, FBI

Prinfed name and title

Sworn to before me and sighed in my presence pursuant to Fed. R, ~

. Crim. P. 41(b)(1) ' s - .
Date: January 12, 2011 m

) B l / = Judge‘?&'fg’gﬂfu

] Hon. Christopher Browning, Judge
City and state: _Tucson, Arizona Pima County Superior Court

Printed name and fitle
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IN THE UNITED STATES DISTRICT COURT tLLERK, SUPERIOR c&ﬂ“m
FOR THE DISTRICT OF ARIZONA _
] HJAH 18 &HL&};ZQ

. IN THE MATTER OF THE SEARCH OF
ELECTRONIC EVIDENCE SEIZED
PURSUANT TO SEARCH WARRANT FOR

! e B CURRENTLY | Case No.
LO CATED AT FEDERAL BUREAU OF
INVESTIGATION, 1 SOUTH CHURCH
AVENUE, SUITE 600 ‘

AEL,‘DEPUW

40

AXFIDAVIT IN SUPPORT OF AN
APPLICATION UNDER RULE 41 FOR A
WARRANT TO SEARCH AND SEIZE

I, Danica Dudas, being first duly swotn, hereby depose and state as follows:

INTRODUCTION AND AGENT BACKGRGUND

. 1 make this affidavit in support of an application under Rule 41 of the Federal Rules of
) Criminal Procedure for a warrant to search the devices identified in Attachment A, These

devices are::

1) One 1P RT3090 Computet, Serial Number 4CE02610F], containing a
750 GB hard drive ' |

2) -One Uliramedia Computer Tower, 1D Number 004989, containing a 40
(3B Hard Drive ’

3) One PNY Optima SDHC4GB memory card Serial Number 944F421

4) Four (4) photo CDs

5) Two (2) 3.5 Floppy Diskettes, Red in Color

6) OneK Hyperr_ne&ia CljR
7) One Nikon Coolpix E5600,-Serial Number 30455051, and
8) One 256 MB Sandisk SD Card,

hereinafter “Devices,” which are currently stored, in law enforcement possession, at the

above FBI address, for certain things patticularly described in Attachment B.
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2. I am a Special Agent with the FBI, and have‘been since March 2010. Thave
received trainiﬁg in computers, computer technology, digital evidence, and the use of such
evidence in criminal prosecutions, I have worked violent crime cases as an FBI agent,.including
violent crimes against federal officers. I am familiar with the types of, evidence that can be found
on electronic devices, such as the items lsted in Attachment B, and the dG‘SIIiCBS listed in
Attachment A, When I was a state trooper in Pennsylvania, I worked on investigations invelving
child pornography, which included evidence discovered on computers. In addition to being a

federal law enforcement officer for purposes of Fed, R. Crim. P. 41, L am crosé-designated asa

peace officer in Arjzona,

3. This affidayit is intended to show only that there is sufficient probable cause for

the requested warrant and does not set forth all of my knowledge about this matter.

PROBABLE CAUSE

4. On January 8, 2011, Pima County Superior Court Judge Christopher Browning

authorized the search of the premises of 48 p_ in Tucson, Arizona.
(Attachment C.) The search .warrant authorized the search and seizure of items ialac;lqding “la]ny
‘computers, hard drives, thumb drives, discs, memory cards, or computer associated storage and
n:xedia to include forensic analysis and viewing of contents.” (Attachment C.) For purposes of
this search and seiznre warrant concerning the Devices, I incorporate the probable cause set forth
in the search warrant affidavit and warrant at Attachment C, and provide the foliowing correction
to 2 fact in that warrant affidavit: On page 4 of the affidavit for search warrant, it states that “He

Eas_a past contact with the Pima County Sheriff’s Department where he was spray painting

extremist type symbols on a wall.” This contact was actually with the Marana Police
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Department. In addition to the probabie canse set forth in Attac}n;lent C, I am providing the
following additional facts: The current suspéct in this case, Jared Lee Loughner; received a Ieﬁcr‘
genefated from Member of Congress Gabrielle Giffords’ office in Tucson, Arizona, in 2007,
according to a member of Giffords’ staff in Tucson. The 2007 letter was generated from a sign-

in sheet bearing the name “Jared Lee Loughney,” si ed at a “Congress on your Corner” event in
‘ - Loughney,” sign g

8 i, Tucson, Arizona, the location that

2007, and the letter was sent tof

~ was searched pursuant {o the wartant in Attachment C. Loughner posted messages and several

videos on social networking sites, such as MySpace and You Tube. Ile also posted a farewell
message on his MySpace profile, while a video in his YouTube profile stated it was his

“farewell.” Loughner further posted a picture in Iis MySpace profile of a Glock pistol laying on

- 2 10.8. history book, and that weapon appears to be similar to the weapon used in the shootings:

that are the subject of the cutrent federal charges against-Loughner in this matter.

"5, The Devices are currently in the lawful possession of the FBI at 1 South Church
Avenue, Suite 600, Tucson, Ar'iz.ona, 85701. The Devices came into the FBI’s possession inthe
following way: When the warrant in Att'achment C was executed, various items of electronic
media were seized, includiﬁg the items listed as the Devices in Attachment' A. The FBI was part
of the team that executed the sea1oh warrant, and Devwes in Attachment A were seized and
transported to the FBI office in Tucson. Pursuant to that seamh warrant, the Devices in
Attachment A, numbers 1, 2, 4,5,6,7,8, were mirtor-imaged, which is a forensic process of
61'eating a duplicate copy. However, the contents have not been analyzed. The PNY card in
Attachment A, number 3, has been mirror-imaged and processed by forensic software, but the
contents have not been viewed. While the FBI belicves it has all necessary authority to search

the Devices in Attachment A based on the warrant in Attachment C, the FBI secks this additional
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warrant out of an abundance of caution to be certain that a search of the Devices will comply

Ao ety

with the Fourth Amendment and other apphcable laws.

6. The Devices in Attachment A are located at the FBI at 1 South Church Avenue,
Suite 600, Tuoson Arizona, 85701, In my training and experience, I know that the Devices have
" been stored in a manner in which its contents are, to the extent materlal to this investigation, in

substantially the same staté as they were when the Devices first came into the possession of the

FBL

7.  The forensic and ether searehing of compu;‘.ers and electronic media often
© requires the ese of programs that may take many hours o execute, including during the nighttime
houws, and for that reasor, 1 also request authorization to conduct the search and examination of
the Devices during the day and night. In my experience, and coﬁsidex;ing the nature of the

} evidence seized and the current investigation, the examination of the Devices will take &

significant period of time.

TECHNICAL TERMS

8. Based on my training and experience, I use the following technical terms to

_ copvey the following meanings:

a. TP Address: An Internet Protocol address (or simply “IP address”) is a unique
numeric address used by computers on the Internet An IP address is a series of
four numbers each in the range 0-255, sepa1ated by periods (e.g., 121.56.97. 178)
Every computer attached to the Internet computer must be a551gned an IP address
so that Internet traffic sent from and directed to that computer may be directed

* properly from its source to its destination. Most Internet service providers control

byt s SRS S et PEEA DI AN 1 [y R T LT
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a range of IP addresses. Some computers have static—that is, long-term—IF

addresses, while other computers have dynamic—that is, frequently changed—IP

- addresses,

b.. Int.emet: The Internet is a g‘lobal network of computers and other electronic
devices that communicate wiﬂll each other. Due to the structure of the Internet,
conne;:tions between devices on the Internet often cross state and intema_tional_
borders, even ‘;vhen the devices communicating with each other are in the same

state,

c. Storage medium: A storage medium is any physical object upon which co'mputer
data can be recorded. Exaraples include hard disks, floppy disks, flash memory,
CD-ROMs, DVDs, 8D cards, DVRs, digital cameras, and several other types of

magnetic or optical media not listed here.

"ELECTRONIC DEVICES AND.STORAGE

9. As described above and in At'tachment B, this application secks permission to search

and seize things that the Devices might contain, in whatever form they are stored. |
" Based on my knowledée, training, and‘experience, I.kndw that electronic devices can

stoée izlaformation for long periods of time. Even when e; user deletes information
from a device, it can sometimes be recovered with forensics' tools. Similarly, things
1-;hat have been viev_ved via the Internet are typically stored for some period of time on
the device. This information can sometimes be recovered with forensics tools,

- 10. I submit that the records iden;ciﬁed iﬁ A’ctaclnnent B will be stoxed'on the identified

computers or other storage médiur, for at least the following reasons:
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a. Based on my knowledge, fraining, and experience, I know that comi:mter files or

: renﬁmts of such files can be recovered months or even years after théy-have been
downloaded onto a storage medium, deleted, or viewed via the Internet. Electronic
files do;:vnloadéd to a storage medium can be stored for years at little .or no cost.
Even when files have been deleted, they can be recovered months or years later using
forensic tools, This is so because when a person “deletes” a file on a compute-r, the

data contained in the file does not actually disappear; rather, that data remains. on the

storage medium until it is overwritten by new data.

b. Therefore, deleted files, or remnanis of deleted files, may reside in free space or
slack space—that is, in space on the storage medium that is not currently being used
by an active file—for long periods of time before they are overwritten. In addition, a

computer’s operatin;g system may also keep a record of deleted data in a “swap” or

“recovery” file.

. ¢. Wholly apart from user-generated files, computer storage media—in particular,
computets’ internal hard drives—contain electronic évidence of how a computer has

_ beer; used, x;ilat it has been used for, and who has used it. To give a few -cxample;t;,
this forensic evidence can take the form of oﬁerating system configurations, artifacts
from opetating system or application operation, file system data structures, and
virtual memory “s;wap” or paging files. Computer users typically do not erase or
delete this evidence, because special software is typically required for that task.

However, it is technically possible to delete this infoimation,

R TRt
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d. Similarly, files that have been viewed via the Internet are sometimes

automatically downloaded into a temporary Internet directory or “cache.”

11, As further described in Attachment B, this application seeks permission to locate
'. no-t only computer ﬁles.tﬂat might serve as direct evidence of the orimes described on the |
warrant, but also for forensic electronic evidence that establishes how compﬁters were used, the
purpose of their use, iyho used them, and when. There is probable oaese to believe that this

forensic electronic evidence will be on the identified devices because:

a. Data on the storage medivm can provide evidence of a file that was once on the
storage medium but has since been deleted or edited, or of a deleted lportion ofa
file (such as a paragraph that has been deleted from a word processing file).
Virtual memory paging systems can leave traces of infortnation on the sforage

) | _medium that show what tasks and processes were receetly active, Web browsers,
c-mail programs, and chat progi’ams store configuration informa’gion on the
storage medium that can reveal informatiop such as online niclmames and
passwords. Operating systems can record additional informetion, such as the
attachment of peripherals, the attachment of USB flash storage devices or other
external storage media, and the times the computer was in use. Computer file
systems can record information about the dates ﬁlee were created and the.

sequence in which they were created.

b. Forensic evidence on a computer or storage medium can also indicate who has
used or controlled the computer ox storage medium. This “user attribution”

evidence is analogous to the search for “indicia of occupancy” whilé executing a
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4\\‘ search warrant at a residence. Forexample, registey information, configuration

files, user profiles, e-mail, c-mail address books, “chat,” instant messaging logs,’
photographs, the presence or absence of malware, and correspondence (and the
data associated with the foregoing, such as file creation and last-accessed dates)

may be evidence of who used or controlled the comﬁuter or storage medium at a

relevant time, -

e. A person with appropriate familiarity with how a computer works can, after
examining this forensic evidence in its proper context, draw conclusions about

how computers were used, the purpose of their use, who used them, and when.

d. The process of idep.tifying the exacf files, blocks, registry entries, logs, or other
forms of forensic evidence on a storage medium that are nécessar'y to draw an
aceurate conclusion is a dynamic process. Whilg it is possible to specify iﬁ
advance the records to be sought, computer evidence is not always data that can

| be merely revie\{vcd by a review team and passed along to investigators, Whether
data stored on a computer is’ evidence may depend on ot'her information stored on
the computer and tile application of knowledge about how a computer behaves.

Therefore, contextual information necessary to understand other evidence also

_falls within the scope of the warrant.

e. Further, in finding evidence of how a computer was used, the purpose of its use,
who used if, and when, sometimes it is necessary to establish that a particular

thing is not present on a storage medium, For example, the presence or absence

PR SRt e
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of counter-forensic programs or anti-virus programs (and associated data) may be

relevant to establishing the user’s intent.

_ 12. Searching storage media for the evidence described in the attachments may require &
range of data analysis techniques. In most cases, a thorough search for information
stored in storage media often requires agents to seize moét or all electronic storage |
‘media and later review the media consistent with the wa;rrant..ln Jieu of seizure, it is
sometimes possible to make an image copy of storage media. Generally spcakin‘g,
imaging i;e. the taking of a complete électronic picture of the computer’s data,
including all hidden sectors and deleted files, Either seizure or imaging is often.

. " necessary to ensure the accuracy and completeness of data recorded on the storage
- medid, and to prevent the loss of the data either i:fom accidental or intentional

destruction. This is true because of the following:’

a. The nature of evidence. :As noted al‘Jove, not all evidence takes the form of
documents and files that can be easily viewéd on site. Analyzing evidence of
‘howa comp;ltfar has been uséd, what it hds been used for, anci who has used it
requires considerable time, and taking that much time on premises could be
unreasonable. As explained above, because the warrant calls for forensic
electrorﬁc evidence, it is excee&ingly likely that it will be necessary to
thoroughly search storage rmedia to obtain evidence, including evidence that is
| _not neatly organized into files or d(.)cumen’rs. Just as a search of a premises for
Physical .objects requires searching the entire pren_lise-s for those objects that
| arc described by a warrant, a search of this premises for the things described

in this warrant will Jikely require a search among the data stored in storage
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) ' raedia for the things (including electronic data) called for by this warrant.

Additionally, it is possible that files have been deleted or edited; but that
remnants of older versions are in unallocated space or slack space. This, too,

makes it exceedingly likely that in this case it will be necessary to use more

thorough technigues.

b. The volume of evidence. Storage media can store the equivalent of millioné
of I'Jages of information. Additionally, a suspect may try to'conceal-cri.minal
evidence; he or she might store it in random order with deceptive file names.
This may require se;u'ching authorities to peruse all the stpred data to
determine which particular files are evidence or instrumentalities of crime,
This sorting process o'ar? take weeks or moﬂths, depending on the volﬁme_: of

data stored, and it would be impractical and invasive to attempt this kind of

data search on-site,

c. Technical requirements. Computers can be configured in several different
ways, featuring a vaticty of different operating systerus, application software,
and configurations. Therefore, seatching them sometimes requires special

forensic tools.

CONCLUSION

13, I submit that this affidavit, as well as the probable cause in Attachment C,
incorporated herein, supports probable cause for-a warrant to search the Devices

identified in Attachment A and to seize the items described in Attachment B.
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14. Pursuant to Rule 41(b)(1), Federal Rules of Criminal Procedure, this federal search

warrant is being presented to a judge of the state court of record (Pima County

" Superior Court Judge in Arizona) because no federal magistrate judge with authority
in the District of Arizona is reésonabiy available at this time. To the affiant’s
knowledge, the entiré federal beneh in Southern Ariz-ona in the District of Arizona

has been recused from this case, Uni’ced States v. Jared Lee Loughner, and it is

anticipated at this time that the remainder of the federal benth in the District of
Arizona will be recused. The government was adviséd by a federal magistrate in thé'
District of Arizona that state court judges are available to approve this warrant, For
this reason, your affiant asks this Court to authorize this federal search warrant

pursuant to Fed. R, Crim. P. 41(b)(1).

15, In addition, I respectfully ask that this warrant and any retum be sealed until further

of this Court. ’

Respectfully submitted,

A,QM% 2O
DANICA DUDAS"
Special Agent, FBI

_ Subscribed and sworn to before me on Janvaty 12, 2011, pursuant to Federal Rule of
Criminal Procedure 41(b)(1). I further order that this search and seizure warrant and the original’
search warrant reﬂeo:c, 4 in Attachment C be sealed unti] this warrant is returned.

-

(LA /N - -
é{gﬁ. CHRISTOPHER-BROWNING .
JUDGE .
PIMA COUNTY SUPERIOR COURT
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ATTACHMENT A.

The items to be searched were obtained from the premises o P

~ Tucson, Arizona, pursuant to the search warrant. in Attachment C. The items to be searched are:

i

if.

iii.

iv,

vi,
vii.

viii.

One HP RT3090 Computer, Serial Number 4CE02610FI , containinga

750 GB hard drive

One Ultramedia Comptiter Tower, ID Number 004989, containing a
40 GB Hard Drive

One PNY Optima SDHC4GB memory card, Serial Number 944F421
Four (4) photo CDs

Two (2) 3.5 Floppy Diskettes, Red in Color

One K Hypermedia CD-R .
One Nikon Coolpix E5600, Senal Number 30455051

One 256 MB Sandisk SD"Card
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ATTACHMENT B

1. All records, contained in the devices identified in Attachment A (hereinafter
“Devices®), that relate to violations of the statutes listed on the warrant and involve Jared Lee

Loughner, the suspect, including:

a. any information recording Loughner’s schedule or travel,

b. all bank récords, chiecks, credit card bills, account information, frusts, wills and

other financial records;

- ¢. Maps, exit routes and related records pertaining in Tucson, Arizona, and
surrounding regions;
d. Any and all records associatéd with the aclivities and interests of Congresswoman
Giffords and her staff and associates, and members of the federal and local

government;

. Any and all communications to and from Congresswoman Giffords or her staff

and the subject, and to and from the subject and any federal, state, county or local
public official;

£, Any and all records and information relating to his education, including
educational institutions altended, any disciplinary history and any related

educational information.

g. Aunyand all records associated with the purchase, acquisition oruse of firearms,

. ammunition or ofher incendiary or explosive devices;
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h. Calendars, contact lists, telephone records, diaries, personal journals and related

records;

-i. . Records of prescriptions, medical treatment, and physical and mental condition;

j. Any notes, ledgets, journals, internet caches, writings, comespondence or other.
records that would indicate motive, participation or plarining of the charged

crimes;

k. Any books, periodicals, photographs or other paraphernalia associated with

extremism or anti-goyvernment movements; and

1. Indicia of 6ceupancy or ownershlp of the premises located at &

mclude bills, maﬂ photographs, wnnngs or videos.

2.~ For any computer, computer hard drive, or othier physical object upoﬁ which

computer data can be recorded (hereinafter, “DEVICE”) that is called for by this warrant, or that

r

a, ev1dence of who used, owned, or controlled the DEVICE at the time the things
descnbed in this warrant were created, edited or deleted, such as 1ogs registry
entries, configuration files, saved usernames and passwords, documents, browsing
history, user profiles, email, email contacts, “chat,” ﬁzstant méssaging logs, |

photographs, and correspondence;

b. evidence of software that would allow others to confrol the DEVICE, such as

viruses, Trojan horses, and other forms of malicious software, as well as evidence

eappaL. -‘;e.-.-.-\.:-vt-‘.“"- = : toa : T
AT T e T
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of the presence or absence of security software designed to detect malicious .

software;
¢. evidence of the lack of such malicious software;

d.. evidence of the attachment to the DEVICE of other storage devices or similar

containers for electronic evidence;

e. evidence of courter-forensic programs (and associated data) that are designed to

eliminate data from the DEVICE;
f. evidence of the times the DEVICE was used;

g. passwords, encryption keys, and other access devices that may be necessary to

" gccess the DEVICE;

h. documentation and manuals that may be necessary to access the DEVICE or to

conduct a forensic examination of the DEVICE;

i. contextual information necessary to understand the evidence described in this

attachment,
3. Records and things evidencing the use of the Internet, including:

a, routets, modems, and network equipment used to connect computers to the

"Internet;

b. records of Internet Protocol addresses used;
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c. records of Internet activity, including firewall logs, caches, browser history and

cookies, “bookmarked” or “favorite” web pages, search terms that the user

‘entered into any Internet search engine, and records of user-typed web addresses.

As used above, the terms “records” and “inform,ation” include all of the foregoing items
of evidence in Whatev-er form and by whatever means theﬁr may have been created or stored,
including any form of computer or eiectmmc storage (suoh as hard disks or other media that can
store data); any hgndmade form (such as writing, drawing, pamtmg); any mechanical form (such
as printing or typing); and any photographic form {(such as microfilm, microfiche, prints, slides, .

negatives, videotapes, motion pictures, or photocopies).
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S 110040
- INTHEGURMIGREOURT
CLERY DHAMTRIOR -

. COUNTY OFﬁ’%zﬁ S};J%@%E&OF ARIZONA

State of Arizona D. WANDELL, DEP uﬁjz-“_
s . .ﬂ-_.-‘_v...-T.ﬂ.“ .- I
Jared Lee Loughner

10026

Search Warrant Number

-

TO: Any Peace Officer in the state of Arizona:

Proof by affidavit having been made this day before me By Detective Christopher Hogan #1233 of
the Pima County Sheriff’s Department, that there is probable cause to believe that herein
incorporated by reference: ’ . .

On the péxson(s) of:

Jared Lee Loughner &

On the premises or building(s) lknown as:

) A one story home made of beige block with brown trim. The numbers
& on the mailbox out front. To include any out building on curtilage.

‘ ’

evy, with AZ liceuse plate, GPN-621 with V.LN. # 113279W402651 currently

), or any other vehicles in the garage of the CRERSRRS

In-the vehicle(s) described as:

. . ‘
There is according to AJR.S: 13-3912, that property, person(s), or thiﬁg(s) described as:

Any frgarms, firearm parts, holsters, gun cases, ammumition, spent casings, gun cleaning kits, or
firearm related paperwork or periodicals. : .

Any cellular telephones or associated media and storage to inclide complete foxénsic ;malysis and

-viewing of contents.

Axny compufers, hard drives, thuwmb drives, discs, memoxy cards, or compufer associated storage
and media to include forensic analysis and viewing of contents. :

. Any notes ledgers, journals, wrifings, ox correspondence that would indicate motive, pafﬁcipation
’ or planning of this crime ' - _

paddress ox on curtilage.




* Complete forensic processing of Jared Lee Loughner §
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Any books, periodicals, uniforms, photographs or other paraphernalia associated with extremism
or anti government movements. '

Indicia of occupancy or ownership to inciude but not limited to bills, mail, photographs, writings,
cameras, orvideo cameras. Ahy personal items with names on them that mayindicate
occupancy or ownership. .

Complete set of physical characteristics on J ared Lee Loughner & 120 include buccal cell
swabs for D.N.A., major case fingerprinting, and photographing of subject.

_ EEER 6 iniclude but not limited to
collection of all clothing lte was or is wearing, processing for trace evidence such a3
swabbing of hands and person and detailed photographing of person. !

“Fufure forensic analysis and processing of all evidence gathered

Whit‘:h‘property or things are:

Property which was stolen or embezzled

X Propérty‘used as a means of commitiing a public offense

X Properfy or things in the possession of a person having the intent to use them as
a means of committing a public offense

Property or things in the possession of - which was-delivered to
: him by . for the purpose of concealing it or preventing it from
bejng discovered ' . :

. X DProperty or thing which constitutes an item of evidence which tends to show that a public
offense has been comumitted or tends to show that a particular person committed the public
offentse. .o . ‘ :

Property to be searched and inspeéted by an appropriate official, to wit

in the interest of the public health, safety, ox welfare as part of an inspection
program authorized by law ' .o LT

-

_‘, who is the subject of an outstanding arrest warrant

=
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__:__; - .'. :3\ 1 F’,é T“"'JﬁF }L Fi
: IN THE SUPERIOR COURT OTERIBR CourT

o IR M
COUNTY OF PIMA, STATE OF ARIZONA ' #16; 62

D. WaKDE DEPUTY

State' of Arizona : —

¥5.

Jdred Lee Loughner ' ‘
11

-Afﬁdavit For Search Warrant Number

The under signed, being first duly sworn and says that for the reasons set forth herein, he believes
that:

On the person(s) of?

Jared Lee Loughnér CRrum
On the premises or bqudmg(s) known as:

IR A one story home made of belge block Wlth brown tl im.. The
numbers 7741 on the mailbox out front. To include any out building on curtilage.

In the vehicle(s) described as: .

vy, with AZ license plate, GPN—6ZI with V.I. N. # 113279W402651
@, or any other vehicles in'the garage of the @ dsieraddress or on

A green in color
currently on G
= curtilage.

-

That there is property, things ox person(s) which!

. Property which was stolen or embezzled S _ s
_X_Property used as a means of committing a pubhc offense

__X_Property or things i the possessmn.,of a person havmg the intent to use them as
a means of committing a public offense

- Property or thmgs in the possession of which was delivered to
.7 himby for the purpose of concealing it or prevenhng it from
‘] . being discovered, '
‘ X Property or th.mg which constxtutes any item of evidence which tends to show that a public -
offense has been committed or tends to show thata partxcular person comumitted the public
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offense.

Property to be searched and inspected by an appropriate official, to wit
in the interest of the public health, safety, or wellare as part of an iuspection
program authorized by law

, who is the subject of an outstanding arrest warrant

That property, person(s), or thing is described as:

Any firearms, firearm parts, holsters, gun cases, ammunition, spent casings, gun cleaning kits, or
firearm related paperwork or periodicals.

Any cellular telephones or associated media and storage to include complete forensic analysis and

viewing of contents. .

Any computers, hard drives, thumb drives, discs, memory cards, or computer associated storage
and media to include forensic analysis and viewing of confents. -

Any notes ledgers, journals, writings, or correspondence that would indicate motive, participation

or planning of this crime

Any bools, periodicals, uniforms, photographs or other paraphernalia associated with extremism

or anti government movements.

Indicia of occupancy ox ownership to include but not limited to bills, mail, photographs, writings,
. cameras, or video cameras. Any personal items with names on'them that may indicate
occupancy or ownership.

Complete set of physical characteristics on Jared Lee L;)ughner Wto include buccal cell
’ swabs for D.N.A., major case fingerprinting, and photographing of subject.

_ . 8 to include but not limited to
collection of all clothing Lie was or is wearing, processing for trace evidence such as
swabbing of hands and person and detailed photographing of person.

" Complete forensic processing of Jared Lee‘Loughne &

Fuiure forensic axalysis and processing of all evidence gathered

Any other fluits and instrumentalities of the crimes of violation-of Axizona or Federal Homicide
Laws. ' '

I Détective Hogan your affiant am a certified Peace Officer in the State of Arizona and

" have the following training and experience. I have been with the Sherifl’s department
sifice 1998, X attended the Southern Arizona Law Enforcement basic academy, the Pima
County Shexiff’s Deparfment Advanced basic academy, and the Pima County Sheriff’§

Detective training course. I attend training through the department numerous times a year
on subjects such.as crime scene processing, interview and interrogation, and legal updates. .

T have atfended training outside of the departument in areas such. as crime scene processing
and interview andinterrogation. I worked om street patrol for approximately three years -

investigating all types of crimes and fthen became a Defective. As a Detective Thave worked

J . - with the Domestic Violence Unit, thé Robbery Assault Unit and the Fugitive Unit. I have
worked a total of approximately five and a half years as a homicide Detective and have’

"2

P e L]
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investigated over one hundred homicides with duties Including processing crime scenes,
interviewing witnesses and suspects, and obtaining search warrants. I have experience in
searching cellular telephones and computers and the evidence that may be gathered from
them. Y have obtained search warrants on many occasions in the past'and evidence from
these warrants has been used throughout the investigative phase and prosecution phase.

Your Co Affiant Special Agent Terwilliger is a certified Peace Officer in Arizona and
Federal Special Agent with the Federal Burean of Investigation (FBI) She has all of the
required training for both positions and has been-a Special Agent since January 2004, She
is eurrently assigned to the Violent Crimes squad in Tucson, Arizona, primarily working
Assault of Federal Officer cases, She had previously worked on a Couuterterronsm squad,
which investigated domestic tervorism groups. She is also a meinber of the FBI Evidence-
Response Team which is responsible for collecting evidence at crime scenes, as well as
documentanon of the secene.

I believe that based on my experience, training, and investigation that the facts establishing
probable cause for the issuance of this search warrant for the foregoing deseribed property, -
person(s), location, and vehicles are as follows:

On Saturday January 8, 2011 at approximately 1011 am the Pixna County Sheriff’s
Department received multiple 911 calls about a shooting situation at the Safeway shopping
plaza at 7170 N Oracle Road, the southwest corner of Ina and Oracle. These calls indicated
an active shooting situation and Patrol Deputy response was initiated.

When Deputles arrived at the front of the Safeway they encountered numerous
,) victims and found several civilians on top of and detammg a male subject later identified -
by Arizona drivers license as Jared Lee Loughner @ gnatarget listed in this warrant.
Deputies approached and were able to detajin Mx. Loughney at the scéne. Multiple
witnesses at the scene indicated M. Loughner had been armed with a handgun and was _
shooiing people in front of the Safeway. A handgun was Jocated by Deputies on the ground
next to Mr. Loughner and these witnesses indicated Mr. Loughner had been armed with
this gun when they tackled and disarmed him. In My, Loughner’s left front pocket
' Deputles located two handgun magazines with rounds in them and he was found {0 be
wearing eaxplugs at the time he'was detained. All of this indicates pIanmng and the
possibility of evidence ju the 1ocat10ns in this warrant, .

At the scene in front of the Safeway multiple people were fownd to-have been
wounded. Triage of the injured was begun and several were {ransported to local hospitals, -
At the scene five victios were pronounced deceased. Multiple spent cartridge casings were
located in front of the Safeway and this scene is being processed.

Lo Mix: Loughner § back pocket was his Avizona Dnver s License. This hcense lists
S @ target location in this warrant. This address is on
the noxrth side of Tucson as is the Safeway. Varjous computer checks have been done on
Mr. Loughner. He has listed this address as his home address on past contacts with the
police. Deputies responded to the SEEEEEM ddress and contacted Mr. Loughner’s parents
: inside the home. They confirmed to the Deputies that he does live at that address. Hehas a
B ~ bedroom there and also has complete access to the home and yard. They also told Deputies -
" " the following facts. The morning of the shodting Mr. Loughner left the home in his green
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Chevy Nova listed in this warrant. He came back home and was seen removing a biack bag
or backpack from the trunk of the nova, The parents tried to talk to Mr. Loughner in the
honte and he took off running from the home North then Bast. The Safeway is East from
Vir. .oughner’s home. The parénts state Mr. Loughuer is known to maintain journals and
writings and these items should be in the house. He has a shotgun that is in the trunk of the
car inside their garage. He does use a cellular telephone to communicate. He also'uses 2
computer in the home and specifically a video he recently made may be on the computer.
This is a video about the the first amendment that he was dlsnussed from lea Commumty

Coﬂege for producing.

Computer checks on M. Loughner have determined the following . He has a past
contact with the Pima County Sheriff’s Department where he was spray painiing extremist
type symbols on 2 wall. Mx. Loughner has also had numerous recent involvements with

- Pima Community College and their Police Department. These contacts indicate extreme
- behavior to the point that he was dismissed from the College over a video he made about

the First Amendroent. All of this is consistent with the parents statement.

A check over the internet after the shooting by running My, Loughner’s name has

. also located a MySpace accouint in the name of Jared Loughner. This site has anti
government postings on it and a recent post this morning saying goodbye.

Regardjng Cellular Telephones and their Analysis
- Based on my training and experience cellular telephones and their contents can

contain evidence and can be used to further an investigation. I have obtained and analyzed
cellular telephones and have located text messages, photographs, and videos deiailing
crimes. This includes texts talking about crimes and photographs taken in preparing for 4
crime. In this case there is a pattern of pre-planning as well as cellular telephone use ‘that
would indicate evidence may be located on any cellular telephones found.
Regarding Computers and Associated Items .

Based on my training and experience computers and computer related storage and,
media can contain evidence and be used to further an investigation. Ihave seized and had

“-analyzed comiputers in the past and evidence such ‘as e-mails, photographs, and yideos ~

related to planning and commission of crimes has been located.. Also specifi¢ to this
incident information already located on public aveas of the internet such as MySpace
indicates Mr. Loughner uses coraputers and that any compnuters located may contain
evidence of this crime and its planning. .

Also I and the of.her Deputles and Agents mvolved have had training and experience
dealing with extremist groups and extremmist indivigials. These individuals and groups are
known to educate themselves and communicate through the internet. They ave also known

- to publish periodicals and create writings about their views and plans. Mr. Loughner’s

recent contacts with Police and school officials iidicate a pattem consistent with this type

“of extremism. . - . ) )

Regarding Physical Characteristics and Forensic Processing of Mr. Loughner
Multiple witnesses have identified Mr. Loughuer as a shoeter in this situation and
scene anaiysm and yitness statemenfs indicate he was close to the victims at the time he was
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shooting. " He was also eventuat}y tackled and held down by victims in the case. All of this
would indicate evidenece may be located on his person or clothing. Evidence such as the
weapon and casings have also been located at the scene. These ifems raay yield forensic
evidence suclh as fingerprints and D.N.A.. Obtaining physical characteristics from Mr.
Leughner will allow comparison to these items.

Not applicable or requested

Based on the above facts your affiant requests that a search Warrant be issued with respect to the

above described person(s), premises, or thmg(s)
[Py
/ G tiss e

. ‘ Detective ristopher Hogan #1233 //g/ab//
Co ' , " Pima County Sheriff’s Depat trment .

ﬂ// /U?”\\

Sp%al Agent Mlchelle Terwilliger
Federa] Bureau of Investigation

Sworn before me this 8% day of January , 2011.
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In The Supeérior Court, County of Pima, State of Anzona

T A rULAM'
i e PAR ﬁ Wi _‘

In the Matter of the Search of Electronic 1 " AN 1;9 NS

Evidence Seized Pursuant to Search CASE NUMBER:

‘ Warrant fOl A TR R i

Tucson, Arizona ' : " 0. WANDELL, DEPUTY:
SEARCH AND SEIZURE WARRM&E-—

TO: Any authorized law enforcement oﬂicel

An application by a federal law enforcement officer or an attorney for the govenment requests the search of the
following person o property located in the District of Arizona:

See Attachment A, incorporated by reference
(The affidavit in support of this Search Warrant is herein incorporated by reference.)
The person or propetty to be searched, described above, is believed to conceal:
See Attachment B, incorporated by reference

[ find that the affidavit(s), or any recorded testimory, establish probable cause to search and seize the person or
‘)ropelty.

YOU ARE COMMANDED to execﬁte this warrant on or before January 26, 2011, although

- examination of the contents can continue after that date. Fed. R, Crim. P. 41(e).

() in the daytime 6:00 a.m. to, 10 p.m. (X)) at any time in the day or night as I find réasonable cause has been
established.

Ubless delayed notice is authorized below, you must give a copy of the warrant and a receipt for the property taken
to the person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the

place where the property was taken.

The officer executing this warrant, or an officer present during the execution of the warrant, must prepare an”
inventory as required by law and promptly return this warrant and inventory to Pima County Superior Court Judge

. Christopher Browning,

2 v ot el i ; BT e e e i

: T i . . ye ,.,-g;;,&-«»,«;.-.n.

Issued Pursuant to C
Fed. R. Crim. P, 41
(b)(1). Date and time: January 12, 2011 Time: é

Tudge’s Sig Szgna re

City and state: o Tucson, Arizona ' lea County Superior Court
: ) The Hon. Christopher Browning



